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Back of the hand scheme, fingers skin lines and nails structure can be used as new parameters of biometric features for human identification 
in high accuracy. In this paper, a new method for extracting unique features from back of the hand, fingers wrinkle and nails structure has been 
presented. At first fingers skin pattern and nails pattern which has been obtained by the edge operators are added to back of the hand scheme with 
multiplayer effect. Then basic data have been obtained from back of the hand’s image according to characteristics of PCA filter. Identification and 
authentication in this method have been based on three main processes: separation, feature extraction and feature matching. Initially, we separate 
back of the hand area from the background completely by pre-processing of the image. In next step that is the most important step in the process, 
the appropriate features for identification are extracting. The results of the proposed method show the proper performance of this new method of 
extracting features for human identification. 
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INTRODUCTION

In recent years authentication with computer is significantly 
useful in many fields such as security, networks, electronic 
payment and, etc. recently, using the biometric features of 
people have become more important.  Biometric authentication 
verifying systems include automatic methods for identifying 
people based on fingerprint, face, iris pattern, voice and 
behavioral characteristics [1].

Geometrical features of hands, back of the hands and fingers 
have many advantages compared with other biometric features 
such as voice and face that there is doubt to their Individuality 
[2, 3]. Also finger print and iris pattern technique need high 
resolution images (more than 400 dpi).

For capturing an image from back of the hand or f﻿ingers 
skin, there is no need to any extra equipment and low resolution 
image (100dpi) is sufficient for extracting data. In this paper a 
new method based on PCA filter, has been proposed to process 
the extracting data that is the main step in identifying systems 
based on the biometric features. Principal component analysis is 
a statistical technique that is suitable for searching pattern in a 
large scale of data. In this process called EAPCA, edge operators 
are used to increase the influence of fingers skin lines and nails 
pattern on the back of the hand’s scheme [7, 8]. Identifying 
based on back of the hands scheme, fingers skin lines and nails 
pattern include three main processes that are listed below.

Extracting the back of the hand’s scheme from the 
background

Extracting the features
Adapting the features

In the first step, initially a pre-processing is preformed to 
correct distortion and to eliminate noises in image, then the 
hands area is extracted from background by thresholding.

In second section, the used image database and pre-
processing on image are briefly explained. In third section 
feature extracting using PCA method and it’s optimizing, are 
described. Obtained results from the proposed method have 
been expressed in forth section. At last section results of this 
method and future ideas are propounded.  

IMAGE DATABASE

The used image database includes 50 images of right hand; 
belong to 10 persons which are captured by a CCD1 camera. 
Size of the captured images is 480×360 pixels with 100dpi 
resolution.

Initial Pre-Processing
In the initial pre-processing, background of the image is 

eliminated and back of the hands scheme is extracted from the 
background. The background without the existence of hand 
will subtract from the main image to eliminate the background. 
Then, by applying a thresholding process, back ground will be 
completely eliminated from the hands scheme. Median filter is 
used to increase the quality of image. So the hands area becomes 
more obvious and distortions are eliminated after thresholding.
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Features Extracting
A robust identifying system requisite is a feature vector that 

could express proper representation of input objects. Processing 
speed is a determinant parameter in automatic image processing, 
so we should have a simple and complete description of the 
desired objects.

Different steps of making this simple and complete feature 
vector will be explained.

PCA filter and its performance method
The main idea of PCA is reducing data dimensions in a 

collection of data. The main components of this filter are called 
PC’s that obtained from linear transformations of the main series 
of variables. PC’s are Non-correlated. Geometric interpretation 
of the first PC can be considered as a new coordinate’s axis that 
data changes are maximum on it.

PCA AND SPECIAL IMAGES

Assume a N×N grayscale image with intensity of I(x, y). 
Each element in this picture is presented with a value of 8-bit, 
which indicates the intensity at this point. In this case, we can 
consider I(x, y) as a vector with length of N2, or as a point in N2 
dimensional space. So the 480×360 image can be shown as a 
single point in 172800 dimensional space. Generally back of the 
hands scheme, occupy only a small part of this big space, and 
thus they aren’t shown appropriately in this coordinate space. 

An optimal coordinate system performed with basic 
component analysis for this image. A method is needed 
to assessment variances in the series of back of the hands 
images and this is the same case that could be archived with 
special vectors. By having a matrix C, special vector of ui and 
eigenvalues iλ   related to C satisfy the Equation (1). 

i icu u iλ= ∀
                                                    (1)

Special vectors are perpendicular and can be shown in a 
normalized mode as following.  
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The matrix Ik is defined such that its elements correspond 
to gray-level intensity of hands image. Assume that this matrix 
is the k’th element of a set of hands image in the database that 
contains M elements. Now consider that Ik is a vector that 
has been made by columniation of Ik. Also we define Фk as a 
normalized column vector for the k’th image.
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We define C as The covariance matrix of average normalized 
images.
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In the above equation, M is the number of the back of the 
hands images in Database. These images can help us to build a 
subspace that indexes the images excellently. Since, we call this 
subspace, the back of the hands subspace.

According to this subspace and conditions for the 
eigenvectors:

Ui ×Ut
i =1, then we have:

Eigenvalue of i, is the variance between back of the hands’ 
images along the axis which is described by eigenvector of i. 
So by choosing particular eigenvectors corresponding to the 
largest amount of eigenvalues, a dimensional selection has 
been performed to represent the largest variances in back of the 
hands’ images [9, 10].

1

1

i i i
T T T
i i i i i i i i
T
i i i

M
T

i i k k i
k

Cu u
u Cu u u u u
u Cu

u u
M

λ

λ λ

λ

λ φ φ
=

=

= =

=

= ∑

( ) ( )

( )

( )( )
( )

1

1

2

1

2

1

1

1

1

1

var

M
T T
i k k i

k
M TT T

i k i k
k
M

T
i k

k
M

T T
i k i k

k

T
k i k

u u
M

u u
M

u
M

u mean u
M

u

φ φ

φ φ

φ

τ τ

τ

=

=

=

=

=

=

=

= −

=

∑

∑

∑

∑

(6)

(7)

Using  EAPCA to Improve PCA
As described in the previous section, PCA based on 

the most changes in back of the hand’s images, chooses its 
eigenvectors according to the highest eigenvalues. This process 
was the main idea to reduce data size without significant loss 
of details in order to speed up feature extraction. Thus a feature 
vector is made, that maintenance the changes in the hand image 
as possible. Now, the Edge Adaptive PCA method is used to 
improve results of PCA method.

In this method before using the PCA filter in three stages, we 
increase shrinkage influence of the fingers and nails pattern that 
are important in Authentication, in the back of the hands scheme 
image, using edge operators. This edge detecting operation is 
performed to enhance the PCA filter and magnifies the effect of 
shrinking area on skin. At first edge detecting step, The Sobel 
operator is applied in horizontal direction. This operator uses 
deriving properties to find horizontal edges. This filter applied 
to image by masking. Figure 1 shows the masks that used in 
Sobel operator. 

Using a horizontal Sobel mask, all of horizontal edges 
(shrinkage of fingers skin) in the back of the hand’s image will 
be determined. By multiplying this pixels intensity in a constant 
gain and adding them to original image of hand, shrinkage of 
finger’s skin will be highly intensified.

In the second step, the Sobel’s operator will be applied to 
image in the vertical direction (Figure 1b). By applying this 
mask, vertical edge (nail pattern) will be separated from the 
image. 
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At the last step in this approach that is the complement of 
previous two stages, the Canny operator that is one of the most 
common and accurate edge detector is used to add details such 
as shrinkage fingers skin and nails (the nails areola). Canny 
filter determines useful detail for this process, with a detection 
threshold of 0.12 (this threshold has been obtained from 
experimental results) [11, 12].

Canny operator output is shown in Figure 2. 
The EAPCA method extracted the finger shrinkage and its 

boundaries from the hand picture (Figure 3). This method has 
valuable information for authentication purposes.

After performing the above steps using PCA filter the 
feature vector which includes all details such as shrinkage skin 
of fingers and pattern with hand’s scheme data, will be extracted 
from the image. Superiority of this new method is obvious in 
simulation result section.

Fig.1. (a) Horizontal Sobel mask for edge detection. (b) Vertical Sobel 
mask for edge detection.
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Fig.2. Canny operator output.

Fig.3. Finger boundary and shrinkage extracted by EAPCA.

Table.1. Evaluated results for purposed scheme

Method Correct Detection Ratio

PCA 77.6%

ICA 79 %

LDA 86%

EAPCA 81.5%

EVALUATION RESULTS

As already mentioned, to check and improve the presented 
approach, 50 right hand images belonging to 10 persons were 
used. In this paper, 50 first columns are selected because the 
main features of PCA are in the first few rows or columns. Then 
all of the features are extracted. The obtained results are shown 
and compared with other methods in Table 1. These results show 
the PCA filter is very efficient to extract biometric features from 
the images, and can make a low memory database. In the fourth 
row of Table, results of optimizing method of PCA in identifying 
process have been presented. It is seen that EAPCA method is 
better than PCA, due to accentuation of unique features of the 
hand scheme (shrinkage and patterns).

LDA method has better ratio than the other methods, but 
due the performance overhead, this method not suitable for 
authentication purposes.

Also to get the reconstruction error of the images, the PCA 
coefficients and equation (5) can be used as following:

2
rε = Φ −Φ

                                             
						      (8)

In this equation, Фr is original image and Фr is reconstructed 
image. Ɛ is the error value due to reconstruction of image from 
PCA coefficients.

CONCLUSION

In this paper, methods were explained about the identification, 
based on the back of the hand’s scheme geometric, fingers skin 
shrinkage lines and nails patterns. Also a new method was 
proposed to improve the previous methods. Using PCA Filter 
it can be possible to achieve correct recognition of 77.6%. For 
improving this rate, new EAPCA method was proposed. In this 
procedure despite the volume of the data that are extracted from 
image is low, but by doing some image processing techniques 
and performing some process to improve the PCA filters, 
Extracted vectors will be appropriated for identifying. With this 
new method, correct recognition rate increased to 81.5%.

Authentications field can be extended on other biometric 
characteristic by using expressed methods and techniques. 
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